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1
Decision/action requested

This contribution proposes a new Key issue in TR 33.713.
2
References

[1]

3GPP TS 33.501
3
Rationale

This contribution proposes a new solution to protect the information transfer for AIoT service. The main idea is described as following:

1. AS security is not required. 

RAN2 has reached the agreement as “RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.” No specific requirement for AS security is identified. It’s proposed to align with RAN2 for now.

2. Device only support one algorithm (e.g. AES, SNOW, or ZUC)

Consider the nature of the AIoT Devices (e.g. ultra-low complexity, power, cost and resource-constrained), no need for devices to support multiple algorithms as normal UE. 

3. AMF/AIoTMF retrieves device security capability from network side.


After the device is produced, the device security capability is fixed, which may be common for the devices in same group. The AF or operator can acquire such information by out-of-band means. With this approach, the risk of Device security capability transmitted over the air is not existed. 
4. SMC procedure is not required.


If only one algorithm is supported by device, no negotiation of algorithm is required. In addition, the command operation is one-shot. NAS count is not required.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF 1st CHANGE *****
6.Y
Solution #Y: Protection of information transfer for AIoT services 
6.Y.1
Introduction
Key issue#1 and key issue on information protection are addressed by this solution. Shared key are preconfigured in device. Compared with normal UE, the security design for device is simplified. Device only supports one algorithm (e.g. AES, SNOW, or ZUC) for protection of information transfer. In addition, SMC procedure is not required.
6.Y.2
Solution details
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 Figure 6.Y.2-1: Information Flow for protection of information transfer for AIoT services
1. AF sends AIoT service operation request to NEF, including the AF ID, device information, and disabling device operation. Optionally, the device security capability is also included if maintained by AF;

2. NEF sends the AIoT service operation request to each of the selected AMF/AIoTMF. 
3-7. The AMF/AIoTMF and reader execute inventory procedure and receive the reported device ID from the target device.
8. Optionally, the device security capability can be retrieved from UDM if maintained by PLMN. In addition, the AIoTMF may retrieve the subscription information from UDM based on the AF id to determine whether the AF is allowed to perform the command towards the device.
9-10.  If authentication is performed, session key is generated in device and AMF/AIoTMF. If network allows the algorithm which is supported by device, the AMF/AIoTMF sends the protected AIoT Command message to the AIoT Device, The MAC will be included to protect the integrity of the message. For example, if the command is “write” operation, data1 will be included. 
11-12. The device will receive the message in step 11 and verify the integrity. After verification, the device will follow the command operation. The uplink message will also be sent from device to network if needed.  For example, if the command is “read” operation, data2 to be reported will be included.  The message will also be integrity protected.
13-14. The AMF/AIoTMF reports the result of the AIoT service operation request to the NEF by sending the AIoT_ notification message.
Editor’s Note: The information flow will be updated based on the conclusion regarding command operation procedure in SA2.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

***** END OF 1st CHANGE *****
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